UNK Community

The number of “Zoombombings” has unfortunately continued to rise, as institutions and corporations across
the country move to remote teaching, learning, and working environments. To maximize the security of all
users and minimize the possibility for disruption, Zoom has enabled some additional precautions to help
prevent unwanted participants from joining meetings. Zoom has now set two new default settings:
passwords and waiting rooms. As these settings are meant to help keep meetings secure, University of
Nebraska Information Technology Services encourages you maintain these new default settings as you host
and join meetings.

Passwords
How Passwords Work for Those Setting Up (Hosting) a Zoom Meeting:
Requiring participants to submit a password to enter a meeting adds an extra layer of security to Zoom

meetings. Now, when you schedule a Zoom meeting, the meeting password will be included in the meeting
invitation.
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Join from a Room

The password will also be included in the Join Zoom Meeting URL.
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C t to a Zoom meetin:
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ccess.zoom.us/)/8138829017
pwd=Rk9ZWCIrQTZrWHgwMOwSWIicOWmFidz09

If you're the host of meetings that are already scheduled, it is recommended that you resend your meeting
invitation, which will now include a meeting password.



How Passwords Work When You Are Joining Someone Else’s Zoom Meeting:
There are two options for joining a password-protected meeting:

1. Click the link in the meeting invitation. This will take you straight to the host’s waiting room.
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Hide Meeting Invitation

Lala Land is inviting you to a Zoom meeting
Join Zoom Meeting

Ihnpsjlsuccess.zoom,uslym 38829017
pwd=Rk9ZWCIrQTZrWHgwMOwS5SWIicOWmFidz09
Password: 641409

Topic: Positive Thinking Time
Time: Apr 3, 2020 06:00 AM Pacific Time (US and Canada)

One tap to join audio: +16699006833,,813882901# (US Toll)
Or, Dial: +1 669 900 6833 or +1 646 876 9923 (US)
888 788 0099 or 877 853 5247 (US, Toll Free)
Meeting ID: 813 882 901
More International Numbers: https:/success.zoom.us/u/ac86dqUUBa

Or, join by SIP
813882901 @zoomcrc.com
Password: 641409

Or, join by H.323
162.255.37.11 (US West)
162.255.36.11 (US East)
221.122.88.195 (China)
115.114.131.7 (India Mumbai)
115.114.115.7 (India Hyderabad)
213.19.144.110 (EMEA)
103.122.166.55 (Australia)
209.9.211.110 (Hong Kong)
64.211.144.160 (Brazil)
69.174.57.160 (Canada)
207.226.132.110 (Japan)
Meeting ID: 813 882 901
Password: 641409

2. If you use the Zoom app (Zoom client) on your computer or device, type in the Meeting ID. Once you click
“Join” you will be asked to submit the password that is in the meeting invitation.
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Please enter the meeting password

Password: [ ]




Waiting Rooms
How Waiting Rooms Work for Those Setting Up (Hosting) a Zoom Meeting:

The Waiting Room feature allows the host to control who enters the meeting. As the Host of a meeting, you
will now have to admit participants into your meeting. To allow people into the meeting:

1. Click “Manage Participants”:
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2. Click “Admit” to allow a participant join the meeting or “Remove” to deny:
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3. If you have multiple participants you wish to have join the meeting, you can admit them all at once by
clicking “Admit All”:
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How Waiting Rooms Work When You Are Joining Someone Else’s Zoom Meeting:

When you join a Zoom meeting, you will automatically be put into the host’s waiting room. There is no action
for you to take; you will join the meeting when the host admits you.



Please wait, the meeting host will let you in soon.

Molly Parker's Personal Meeting Room

Additional information on these changes can be found on the Zoom website.

For a broader range of Digital Security tips related to COVID-19, visit the NU ITS Digital Security webpage.

If you have any questions, please contact the UNK Help Desk at 308-865-8363 or support@nebraska.edu.




